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Nnartdcdopma co3gaHa AN KOMNaHUMK,
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@+  3apauv BusHeca, 3anyckaTb busHec-3apaum KnueHTa

NPUNOXEHNS N CEPBUCHI
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MpenmyLiecTBa

100+ obna4yHbIX CEPBUCOB

EanHoe okHO ynpaslieHnd BCeEMUN cepBncamu

YpoBeHb gocTtynHocTn cepeuncos 99,95%

OnepaTtmBHOE MacLuTabupoBaHue
CEPBUCOB M YCINyr ANs KNMEHTa

Ontnmnzauma 3atpart Ha T ana busHeca

RCloud

by 3data

be3onacHoCTb

. Co6CTBEHHbIe gaTa-LeHTpbl
ypoBHA TIER I
PCI DSS
ISO 27001

NHdpacTpykTypa Ha 6a3e nydwero
obopynoBaHus oT HPE, IBM,
Lenovo, Dell, Huawei n Cisco
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Solutions



IAAS

VMware

OpenStack

Dedicated

BbIYNCITEHNA

BupTyaneHbie cepsepbl

YnpaeneHue obpasamu

BupTyaneHbie cepsepbl

ObnayHble GPU NVIDIA

YnpaeneHne obpasamu

ABTOMacwTabmpoBaHue

ApeHpa BblaeneHHbIX R

cepBepoB

XPAHEHWNE

BrnoyHoe xpaHunuie

PesepBHoOe konnpoBaHue
(Veeam, Baa$S, backup)

O6bekTHOe xpaHunuwe >
S3 (DataFort)

ApXMBHOE NEHTOYHOE
xpaHunuuie ArcTape

BrnoyHoe xpaHunuie
PesepBHoe konnpoBaHue
OB6bekTHOE XpaHunuLie

dannoBoe xpaHunuiie

ApeHpa cuctem
XpaHeHUa JaHHbIX

BMpTyaanble MaUJMHb|, } ........................ o

pabo4yne cTaHuun n HoyToyKH,
dusmnyeckme cepsepsbl
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CETb

NHTepHeT
Direct Connect (kaHanbl, BOIOKHA)

Gateway/Firewall (NSX
Edge, FortiGate n gp.)

VPN

BanaHcmMpoBLUKUK Harpy3ku
CDN

Anti DDoS

[MpuBaTHblE ceTu
Firewall

VPN

BanaHcmMpoBLUKUK Harpy3ku

ApeHpa ceTeBoro
obopynoBaHus,
Bkntovas FortiGate,
ASA wn gp.



PAAS MNATeOPMEHHBIE CEPBACHI BCIk?gaga

VMware O—I:KOHTeﬁHepbl Kubernetes »

KoHTenHepbl Kubernetes »
Ba3sbl AaHHbIX - DBaaS »ws

OpenStack o—
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SECAAS BE30MACHOCTb ECIS ud

_Anti DDoS FANY AN

Firewall (FortiGate, ASA, ap.)
WAF
SIEM

ASV-ckaHnpoBaHue

YnpaeneHue ya3BMMOCTSAMMU

2FA




PCI DSS

Payment Card Industry Data Security Standard

-

-

CtaHpapTt 6e3onacHoOCTHU
AaHHbIX ANA 0aHKOBCKUX
NJIaTeXHbIX KaprT,
KOTOPOMY COOTBETCTBYET
obnadHaga nnatdopma

s
4 =
MHorue Hawu
KNMMEeHTbl OKa3bIBaloT
nrfaTeXHble YCIyru
HaceneHuto
nnn dnsHecy

RCloud by 3data

/

N\

N /

Hanpumep, 310 MOryT 6bITb BaHKM,
peTennepbl, e-commerce —
KOMMaHuu, KOTOpble pasMeLlatoT
CBOM CUCTEMbI B MH(PPACTPYKType
obnayHon nnatgopmsl
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(7

-

MbI rapaHTUpyem
0e30MacHOCTb U 3aLUUTy
nJiaTeXHbIX AaHHbIX
CO CTOPOHbI
RCloud by 3data




OGnavyHaa uHd pacTpyKTypa, atTTecCtToBaHHas

RCIkpgd
— y 3data
no tpe6oBaHusam P3-152
N
[MepcoHanbHble AaHHble pa3MeLLaloTcs B aTTecToBaHHOM 3awmieHHoMm obnake RCloud, koTtopoe
NOCTPOEHO B COOTBETCTBUM C TpeboBaHMaAMN 152-O3
N
[na goctyna K pecypcam, pasmeLleHHbIM B obriake, UCNornb3yTcs cepTuduumnpoBaHHbIe cpeacTsa
3awuTbl MHGOpMaLnK
Y,
)

B nto6on MOMEHT Bbl MOXETE U3MEHUTb Npon3BoaAUTENbHOCTL XocTuUHra CIOH nnu 3agencreoBaTb HOBYHO
nsonunposaHHyto VCIOH B obnake ana passopavnBaHma cpeibl pa3paboTkm n TeCTUPOBaHUS

{g})\} PasmeweHne NCIOH B o6nake RCloud no3sonsieT rubko ynpaBnsTb MOLLHOCTLHO CEPBUCOB,
obpabaTbiBalOWNX OaHHbIE




PELLEHNA BCIggago

/'\ _06na|<o 152-03

r’\\ O6nako PCI DSS, ISO 27001

Disaster Recovery (DRaaS)

Mwurpauuns (Hystex, Veeam, Cloud Availability)

VMware o _
Private Cloud

Private Kubernetes

CepBep noag 1C

CepBep nog Beb-noptan (A\Y AN\

Obnako ans nepcoHanbHbIX AAHHbIX
OpenStack o KaTacTpooyCcTonumMBOCTb

YacTHoe BblgeneHHoe obnako




Cepsuchbl RCloud by 3data RCloud
- by 3data
ArcTape ] Kubernetes S‘h
XpaHeHune nobbix 06 bEMOB AaHHbIX Ha BoineneHHble knactepbl Kubernetes no sBawmm napamerpam
6ase rmbpmngHoro (AUCKoBo- B obnake. AQMUHUCTpUpoOBaHNE MHPPaCTPYKTYPbl Mbl BepEM
NEeHTOYHOr0) KnacTepa. Ha cebsl, a Bbl CMOXETE COCPEeAOTOUNTLCA Ha BaLLEM
GusHece.
VDI i 2FA o7
L__| |
NHdpacTpykTypa BUPTYanbHbIX pabounx [ByxdpakTopHasa ayTeHTuduKauns, naeHtnpuumpyoLwas
CTONOB, NO3BOSIAOLWASA Pa3MeCTUTb Nofib30oBaTens B pasfnyHbIX cepBUcax, rae UCnosb3yrTcd
paboyunin cTon Ha ueHTpannM3oBaHHOM OBa pasfMyHbIX TUNa ayTEHTUUKALNOHHBIX OAHHbIX.
cepBepe U UMETb K HEMY OOCTYnN B BeeneHne AononHUTENBHOMO YPOBHS 6e30nacHOCTH
nobonm MoMeHT n ¢ Nbdoro aesamnca obecneumBaeT 6ornee aPPHEKTUBHYIO 3aLLUNTY akKayHTa

Yyepel3 UHTEPHET UJTN NOKaJibHYHO CETb. OT HECaHKUNOHUPOBAHHOIO AOCTYyMNa.



YnpaBneHue pa3Hbimu laaS n SaaS n3 ogHoro
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== Mowuycnyrn

yenyru
0O6nauHas
ﬂ'j MHbpacTpykTypa

&%, MNporpammHoe
seas  ODeCneueHue

=  Xpauunuwa
Storage
KoHTeiHepb!
Paas
o
@s  CeTb
Network
BesonacHocTb

PesepBHoe KonuposaHue

Yenyrv 1O

) Mapkernneiic

Bunauur
@m Onnara

B Aoxkymentsi

Moagepxxa
[E 3asexu
iy Cobbitua

) Momowp

a v )\

laaS

Mockea, RCloud MSC
AMD 2.2G MSC/RCloud

RCloud

$F 10 & 2068
@) 73068

Mockea, RCloud MSC
AMD 2.9G MSC/RCloud

RCloud

$F 10 & 20068
@) 50068

ApXuBHOE XpaHeHune

Mockea, RCloud MSK
AaaS MSC / RCloud

RCloud

@ 26TiB Gocs

GPU Bbluucnenus

Mockea, RCloud MSK

GPUaaS / MSC / HPC-Park

@

HPC

Go o

vmware

vmware

ArcTape

Mockea, RCloud MSC
INT 3.0G MSC/RCloud NSX-T
RCloud

£F 10 £ 2068
@) 70068

Mockea, RCloud SPB
INT 3.0G SPB/RCloud
RCloud

£F10 22068
@) 700 68

vmware

vmware

NL, GigaServer AMS
INT 3.0G AMS/GigaServer

GigaServer

L4
@) 3acs

91668

vmware

B/




YnpasneHue pa3Hbimu laaS n SaaS 3 ogHoro RCloud

[
= RC'OU ogrp::rmﬁ n e v
— Portal arperarop . \
laaS @ Bce 06bexTsl » INT 3.0G MSC/RCloud NSX-T v
== Mouycnyru
O6naynas
55 | bpactpykrypa 6% cems Hassanue CPU RAM [Luck P
MporpamMmHoe
sess  O0ECTEUEHHE [ asdasd 1 16B 8GB 192.168.88.17
m Karanor
XpaHunuwa
Storage
& Koneiinepsi & keors ° sd3423 1 168 168 DHCP
Paa$
oo Cetb
Network
[ ] sdf1234 1 1GB 4GB DHCP e
BesonacHocTb
Security
5
S‘s PesepeHoe KonuposaHue ° testl 1 268 128 DHCP
EE&S! Yenyru LOA
oc
. [ ] test123 12 4GB 3GB e
Mapkernneiic
bunnunr L] testSwap 1 2GB 20GB e
@ Onnara
l loKyMeHTbI L] testTesta 1 1GB 1GB DHCP (]
Monaepxxa ° twet 1 168 268 DHCP
E 3asexu
CobbiTus

) nNomowp




PyHKUMOHAN yrnpaBneHus d6akanamm

RCI
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é Mowu ycnyrn

Yenyru

O6nayHas
laas MHpacTpykTypa

5 MporpaMmMHoe
seas OBecneuexve

Xpanunuwa

Storage

% KoHTeiHepb!
Paas

°
s CeTb

Network

@o BesonacHoCcTb

Security

I
‘s  PesepBHOe KONUPOBaHUE

Yenyru LOJ
MapkeTnneic
Bunnuur
@m Onnara

B Aoxymentsl

Moanepxka

[E 3aseku
i Cobbitna
) nNomowp

CDN

Mockea, RCloud MSK
CDN1

CNvideo

S3

Mockea, RCloud MSK
S3aaS / MSC / RCloud

RCloud

10068

Backup

Mockea, RCloud MSC
BaaS VMs MSC RCloud

RCloud

g 512068

Mockea, RCloud SPB
BaaS VMs SPB RCloud

RCloud

10068

s3

veeaAM

veeaM

NL, GigaServer AMS
BaaS VMs AMS RCloud

GigaServer

G socs

veeAM

Mockea, RCloud MSC
BaaS VMs MSC RCloud 2

RCloud

G 102468

~N

veeAM




dyHKUUOHan ynpasrieHns 63Kkanamu RCloud

. -
Backup @ Bce 06bekTbl > BaaS VMs MSC RCloud v \
3apaum 3apaum
£ BoccraHosnenue
Co3paaTh HOBYIO 3afjauy

YO WUcropusa
HassaHue Tun Cratyc MocnepHuit 3anyck Cnepy 3anyck 0

& Keora ddddddddd Backup Never started @ e
asd Backup Success 0 11.02.202511:39:12 12.02.202511:39:07 oo
sdf Backup Failed o 10.02.2025 15:32:25 11.02.202515:01:16 (13
TEST-not-real-though Backup Failed @ 12.12.202411:22:43
testtt Backup Failed @ 12.12.2024 11:19:30

CTpoK Ha cTpanuye: 100 + 1-5u3 5 < >




XonoaHoe xpaHeHMe 63KanoB
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RCloud 5

Jortal arperatop

== Mowuycnyru

Yenyru

O6nayHan
laas  MH@pacTpykTypa

8 MporpaMmMHoe
obecneyeHune

XpaHunuwa

Storage

KoHTenHepbl

Paas

°
os CeTb

Network

BesonacHocTb

Security

PesepBHOe KONUPOBaHUe

Yenyrun IO,

MapkeTnneiic

bunnuur
@m Onnara

B Aokymentsl

MNopnepxxa
[E Sasexu
CobbiTus
) nNomowpb

g

PesepeHoe KonuposaHue

=]

PesepeHoe Konu-
poeaHue BC

PesepeHoe Konu-
poBaHue pabounx
CTaHUWi

PesepeHoe Konu-
poBaHue pusnye-
CKUX CepBepoB

XMBMPOBaHHE
;A\gNNbIXDLTO =
online

ApxusupoBaHue
AaHHbIX LTO -
offline

ArcTape @RCloud

3alnLLeHHoe XpaHeHue Nobblx 06beMOB AaHHbIX Ha 6ase rM6pPUMAHOro (AUMCKOBO-NEHTOYHOr0) KNacTtepa

Wcnonbsosauune I'M6[JIAAHOI'O Knacrtepa Ha OCHOBaHUW AUCKOBO-IEHTOYHOIO XpaHeHuns obecneunsaer HaZ@XHYIO 3alUMTY JaHHbIX B Nto6bix 06bemax. Cepeuc noaxoauT ans ntobbix opraHusaumii, KoTopbiM Tpe6yroTca

XpaHeHus 60N1bLWOro apxmea AaHHbIX. ArcTape SBNSAETCA ONTUMA/bHBIM P NS Xp pesep KOMUI 1 PEAKO UCMONb3YEMbIX AaHHBIX.

+ BblCcOKan HafleXXHOCTb
CornacHo aaHHbIM NERCS nokasatens coctaenset 99,945%
« [lonrui cpok xpaHeHus
OH cocTaenser cebiwe 30 net
« 3KoHOMUYecKasn apdeKTUBHOCTL
MMHMMMaMpyﬁTe 3arTparsl, BbléMpaR ONTUManbHbI BapuaHT
« Hapexwas sawura
ABNAETCA NOCNEAHUM PyGEXOM OT CTOPOHHEro BMellaTeNbCTBa U XakepCKUX aTak

B ArcTape@RCloud

Mow ycnyru

Mockea, RCloud MSK
AaaS MSC / RCloud

RCloud ArcTape

@ 26TiB Gocs




Bbi6Op pa3nuyHbIX JIOKaLui obnaka RCloud

ﬂoanasame, pasmMelLainTe u MacwTtabupyite IT-cepeucol B o6nake. Bce cepsepbl HaxoaaTca B poccunckux LIOdax. MepcoHanbHble AaHHble \
K/IMEHTOB XpaHATCH B cooTBETCTBUM ¢ 152-03.

TexHuyeckue BO3MOXHOCTH:

1. YposeHb pocTynHocTu nnatdopmbl 99,95%

2. All Flash CX[1 ¢ MakcuManbHO#M NPOM3BOAUTENbHOCTBIO

3. MNopaxntoveHune K obnaky NPAMbIMKU KaHanamu cBA3n

4. becnnaTtHas MUrpauus B 061ako HalMMK cunamm

5. CooTeercTBMe cTanfapram u Hopmam PCI DSS, ISO 27001, 152-03

PaccuuTtaiTe CTOMMOCTb

Nokauyusna

RCloud RU.MSK ~  RCloud by 3data Ha 6ase co6cTBeHHOrO flaTa-LeHTpa B Mockee

'
RCloud RU.MSK A

RCloud ©3-152 RU.MSK
Cetp —mM8M8m¥ o Backup —— o Wtor
RCloud PCI-DSS RU.MSK

RCloud RU.SPB

GigaServer NL.AMS

Tun Konuuectso OnepaTtuBHas NnamMaATb
[[] AMD2.25GHz Ao 1000 wr. 10 2048 B
[J AMD 2.9 GHz A0 1000 wr. 10 2048 e

\[:] Intel 3.0 GHz A0 1000 wr. Ao 2043 re
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BO3MOXHOCTbL NoAKMNO4YaTb CBOe
yacTHoe obnako

I(aaS \

Mockea, RCloud MSC

AMD 2.2G MSC/RCloud

Mockea, RCloud MSC

INT 3.0G MSC/RCloud NSX-T

NL, GigaServer AMS

INT 3.0G AMS/GigaServer

RCloud vmware RCloud vmware FigaServer vmware
£x 10 2068 £x 10 2068 {xa 31668

730 GB 700 GB 34GB

Mockea, RCloud MSC Mockea, RCloud SPB

AMD 2.9G MSC/RCloud INT 3.0G SPB/RCloud

RCloud vmware RCloud vmware

£x 10 2068 £x 10 2068

500 GB 700 GB
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== Mouycnyru

Yenyru
O6nayHas

loae MHdpacTpykTypa
MporpammHoe

Saas ODECNEueHune
Xpauunuwa

storage

& Konreitnepbi

Paas

a

os CeTb

Network
besonacHocTb

Security

5
(a PesepeHoe KonuposaHue

Boas

Yenyru O

MapkeTnneic

Bunnuur
@8 Onnarta

B Ooxymenter

Mopnepxka
E 3asexu
Co6biTua
) Nomows

Mapketnneiic

v, Cetesble
' cepaucsl

MpoaykTbl 1C

OC u oducHble

Mowmck

2To0)

049 CoBpeMeHHblit ayauT ana 1C @AnbKup

.. Wudopmaumon-
Hast

6esonacHocTb

BigData

Yenyru O

k p npoénem ¢ TeNbHOCTbIO KOHGUrypaumit Ha nnatdopme 1C

Oueco MexkceTeBoM 3KpaH @IDECO UTM

3awwura ot yrpos W, a TaKKe WHTep! "

INF@

CépuMndopm SIEM @Searchinform

Cuctema COBLITUAMM UH( W B pexvme 0 BpEMeHH

iy, «AnbT Cl» Cepeep @«basanbt CMO»

C 0OC co npor

CPeACTBAaMM 3aLUMTbI MHGOPMaLMM

[c==<] 2FA @MynbTudakTop

Cuctema nByxhaKTOPHOIA ayTEHTUHUKALMM U KOHTPONA AOCTYNA ANA NKOEOTO YAANEHHOIO NOAKNOUEHUA

aclowd RDS @RCloud

Ynaneksbie pabouune CTONbI C €JMHON ONEPaLMOHHON CUCTEMOR

ez MIND @ MIND Software

CoBpeMeHHbI MHCTPYMEHT ANA MUrpaLmuu U 3awuTel IT-cepsucos

Raoo Brigy peepb! (dedicated) @3data

ApeHfia cepBepos, CUCTeM XpaHeHus AauHbIx (CXA), 0 U Apyroro

«&... Check Point Harmony @Check Point

Enuroe pewenue no ™ aAna i, ycTpoicTe u poctyna

semvial - OBNaYHbIe yenyru 6esonacHoctu StormWall @StormWall

Hapexwan sawmra ot DDOS- 1 xaKepckux atak

tﬁ?g Conpoeoxpaenue 1C @[oka UT

JNuyensumn SPLA @RCloud

Conposoxpaerue 1C AnA aBTOMaTH3aUMK GyxranTepum, ynpasnexus CKNaZioM Unu Apyrux

CépuMHdopm FileAuditor @Searchinform

Ayaut NoUcK
DaHHbIX

7 npas poctyna u i Kp!

Imotio  Imot.io @Imot.io

AHanuTUKa peun TeneOHHOro pasroBopa: aHaNu3 3BOHKOB, 4aTos, email, BKC, o6uienuns Ha Kacce

iy, AnbT Cepeep @«basanbt CMO»

Ci 0OC ans p; ] WBHYIO MHDPACTPYKTYPY NPeANPUATUHA

mgw Macroscop @Macroscop & BuaTenekom

Mpor| Ans c UKOH

acloud y/p| @RCloud

VHpacTpyKTypa BUPTYanbHbIX paboumx MecT Ha 6ase Enterprise-eupTyanusaumn

"i=!" BupTyanbHbiil MexceTeBON akpaH @UserGate

KoMnnekcHas 3alyunTa CeTi Ha OCHOBE BUPTYaNbHLIX WKO30B 6€30NacHOCTH

L Mepeesp knueHTCcKoro o6opyaosanua @3data

OnepaTueHbIi Nepeesn 060PyAOBAHMS «NOA KNKOU» C NPEAOCTABNIEHUEM NONHOMO NAKeTa JOKYMEHTOB

«&.. Quantum SandBlast @Check Point

3aWuTa OT Yrpo3 HYNesoro AHA

e COrpGPT @HeiipoceTtu

Nuukbii GPT B BalweM 3aKpbiTOM KOHType

Mpepos cepeuca Ha Mo BepcumM BCex NPoAYKTos oT MC

DLP-cuctema Cépunudopm KUB @Searchinform

3awuTa oT yTeuek wnp: Ba

‘ l ’ Kananbi cBsisn ¢ FMGPMAHbIM pelweHneM Ha nocnegHnux MUNax @Nextremum

Kananbi ceasu ¢ ri Ha MUnAX

awnor - MUrpaTop BUpTyanbHbIX MalwmH @Intelsource

VIHCTpyMeHT 6e30nacHoro 1 KOMMOPTHOTO NEPeHOCa BUPTYaNbHbIX MaLMH MeXAY CPeAaMu BUPTYanusaumu

fcloud - Apenwpa USB-nopta @RCloud

B o6nake RCloud

n puaunyeckux USB i K BUpTY

unspot - UnSpot @ UnSpot

WHCTpyMeHT ansa opr # paboTbi coT

Koo p, o6opy

Apenpa cToek,

(colocation) @3data

Hera6apuTHOro 06opyAoBaHUA

wd... CloudGuard @Check Point

o] HaTUBHOK B i cpepe

s S3hub @Intelsource

MpoaykT ans po3p: ™Mo TV paboTsl S3

§=2  Perimeter @3data

Meor sawmra UT-uHDpacTpyKTyps! n




ConyTcTBYHKOLWUME yCnyrun RCloud
RCloud by 3data

[MepeHoc Balmx cuctem nobomu AyanT gomsnyeckon l o
CNOXHOCTU Ha BMPTYyarbHble MHPaCTPYKTYPbI ANs ’ n\
cepsepbl 3data Hawmmn cunamu Murpauunm B obnako

O 1 Mwurpauus O 2 Ayaut IT
B obnako MH(PACTPYKTYpbI

04 ‘ AOMUHUCTPpHpoBaHue

O 3 lNpepoctaBneHue
A\ obnaka Ha TecT
HacTpowka n obcnyxmBaHve BalLmx

BecnnaTtHo Ha cpok go 100 gHen cuctemMm, UHaAHCOBbIE rapaHTuu,
KOH(pnaeHunanbLHoCTb




BmecTte B obnaka!l

| S 4 (495) 800 3 800
[4 rcloud.ru
g rcloud@rcloud.ru

RCloud

by Sdata



